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1. Introduction 

Atalian provides an internal system for collecting and handling reports, allowing individuals to report, 
in complete confidentiality, facts contrary to the law, the Code of Ethics, the Anti-Corruption Code of 
Conduct or the Group’s internal policies, as well as any situation likely to seriously harm the public 
interest or Atalian’s legitimate interests. 
 
This policy describes: 

• who may submit a report; 

• the facts that may be reported; 

• the available reporting channels; 

• the procedures for assessing, investigating, and closing reports; 

• the right to information of the persons concerned; 

• the governance applicable to the handling of alerts. 
 

This policy applies to all companies controlled by the Atalian Group, subject to any necessary 
adaptations to comply with applicable local laws. 
 
The system is based on the following principles: 
 

 
  

Impartiality

Each concern is reviewed ; alerts are handled without bias.

Confidentiality

The identity of the whistleblower, the persons concerned, witnesses, and any 
information related to the alert are strictly protected.

No retaliation

No measure—particularly disciplinary action—may be taken against a 
whistleblower who acted in good faith and on reasonable grounds.

Proportionnality

The criticality of an alert must not result in a disproportionate infringement of the rights 
of the persons concerned.
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2. Definitions 

Concern: Any information brought to Atalian’s attention, in writing or orally, concerning alleged or 
suspected facts, acts or omissions that may be contrary to the law, internal rules, the Code of Ethics, 
or that may pose a threat to the public interest or to Atalian’s integrity or legitimate interests. 
 
Alert: A concern that falls within the scope of the whistleblowing system and, in accordance with this 
policy, is subject to formal handling. 
 
Not valid alert: A concern which, after an initial assessment, is considered not to fall within the scope 
of the whistleblowing system, or for which insufficient information is available to allow further handling 
despite a request for clarification, or which constitutes manifest misuse of the reporting system by 
being deliberately false or submitted with the sole intention of causing harm. 
 
The qualification of a concern as not valid does not, in itself, affect the legal protection of the 
whistleblower, provided the report was made in good faith and on reasonable grounds. 
 
Whistleblower: A natural person who reports or discloses information relating to suspected 
wrongdoing, acting in good faith and on reasonable grounds to believe that the reported information 
was true, and who benefits from protection under the applicable whistleblower legislation. 
 
Alert Manager: The person appointed to manage the alert end-to-end, ensure traceability of 
decisions, coordinate the stakeholders, and ensure compliance with the principles of confidentiality, 
impartiality, and non-retaliation. 
 
Internal investigation: The set of checks and investigations decided by Atalian to assess the accuracy 
of the reported facts and to determine the appropriate follow-up actions, with due regard to the rights 
of all persons concerned and the applicable legal requirements. 
 
Retaliation: Any direct or indirect act or omission that causes disadvantage to the whistleblower as a 
result of making a report or a disclosure, including but not limited to dismissal, non-renewal of a 
contract, suspension, transfer, change of duties, negative evaluation, disciplinary measures, 
harassment, exclusion, reputational damage, or any other form of detrimental treatment. Any form of 
retaliation is prohibited. 
 
Person concerned: Any natural or legal person to whom the report relates, as well as persons who are 
mentioned in the report or involved in the handling or investigation thereof, such as witnesses or other 
related parties. 
 

3. Receipt of the concern 

3.1  Who can report ? 

The system is open to any person who has obtained information relating to facts concerning Atalian 
and its activities, including in particular: 

• employees, including temporary staff, apprentices/work-study employees and interns; 

• job applicants and former employees; 

• corporate officers and members of governance bodies; 

• customers, subcontractors, suppliers and their employees or representatives; 

• any third party in a professional relationship with Atalian. 
 
It is not necessary to have been a direct witness to the facts. However, the person making the concern 
must have reasonable grounds to believe that the reported information was accurate. 



 

5 
 

Protection against retaliation extends, under the conditions provided by law, to facilitators, to natural 
persons connected with the person making the concern, and to the entities they control or for which 
they work. 

3.2  What can be reported 

In particular, the following may be reported: 

• a criminal offence or other violation; 

• a breach or risk of breach of laws or regulations; 

• breaches of internal rules, policies, the Code of Ethics, the Anti-Corruption Code of Conduct, 
or other integrity standards applicable within Atalian; 

• breaches of international commitments applicable to Atalian; 

• actual or potential harm to, or serious risks for, the public interest, including public health, the 
safety of persons, the environment, consumer protection, the protection of personal data and 
information security, the financial interests of the organisation or of society at large, and the 
proper functioning and integrity of Atalian. 

 
To make reporting easier, the professional whistleblowing system allows users to choose from five 
categories (fraud and professional misconduct, HR, QSHE, IT security and other), which are further 
divided into subcategories (e.g. sexual harassment, discrimination, corruption, etc.). These categories 
are intended solely to facilitate the submission and handling of reports and do not limit the scope of 
matters that may be reported under this policy. 
 
Individual requests that do not relate to potential wrongdoing within the meaning of this policy, in 
particular ordinary individual HR or operational requests, may, after careful review, be redirected to the 
appropriate departments. Such redirection does not affect the protection granted to the reporting 
person, provided the report was made in good faith and on reasonable grounds. 
 
The following information does not fall within the scope of this system, insofar as and for as long as it 
is subject to statutory confidentiality obligations: 

• medical confidentiality; 

• national defence secrecy; 

• professional secrecy of lawyers. 

3.3  How to report 

A concern may be submitted to Atalian through one of the following channels: 

• your line manager, where no conflict of interest exists. Where the concern sets out the reported 
facts and relates to one of the topics covered by this policy, the line manager must relay it to 
the relevant Compliance Officer or to the Compliance department; 

• HR or the Compliance Officer. Upon request and within a reasonable timeframe, the reporting 
person has the right to have a personal meeting regarding the concern. Depending on the 
reporting person’s preference, this meeting may take place digitally or in person. Where the 
concern sets out the reported facts and relates to one of the topics covered by this policy, they 
must record and relay it via the dedicated report management platform; 

• the Group Compliance department; 

• the dedicated reporting platform accessible at: https://ethicslineatalian.com; 

• the dedicated telephone reporting channel by country.  
For the Netherlands call: 0800 - 022 32 80 

 
Concerns made via the dedicated platform or the telephone channel generate a unique code, 
allowing the person making the concern to track the progress of the handling of the report. 
 
Anonymous concerns are permitted. 
 

mailto:compliance_nl@atalianworld.com
mailto:Compliance.group@atalianworld.com
mailto:Compliance.group@atalianworld.com
https://ethicslineatalian.com/
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In addition to the internal reporting channels, the reporting person has the right to submit a concern to 
external reporting authorities, in accordance with applicable law. The reporting person is not required 
to report internally before making an external report. The right to legal protection applies equally in 
the case of external reporting. 
 
In the Netherlands, a report may in particular be made to: 

• the Dutch Whistleblowers Authority (Huis voor Klokkenluiders); 

• other competent supervisory or public authorities, depending on the nature of the concern. 
 
A non-exhaustive list of external reporting authorities is provided in Annex 2. This Annex is for 
information purposes only. The absence of a specific authority from this list does not limit the reporting 
person’s right to submit a concern to any other competent authority, nor does it affect the applicable 
legal protection. 
 
To facilitate the handling of a concern, the person making the concern is invited, as far as possible, to 
specify: 

• the reported facts; 

• the persons or entities concerned; 

• the dates, locations and circumstances; 

• any documents or information already available; 

• the possible existence of an immediate risk; 

• any useful measures to preserve evidence or protect people. 
 
The absence of some or all of this information does not prevent the handling of the concern, nor does 
it affect the protection of the reporting person, provided the concern was made in good faith and on 
reasonable grounds. 

3.4  When can a concern be made 

A concern may be made as soon as a person concerned has information and, in good faith, considers 
that it reveals or makes it possible to suspect facts falling within the scope of this policy. 
 
The system may be used before any harm occurs, in particular in the event of a serious risk, an attempt, 
an ongoing situation, or a threat to the public interest, people’s safety, or Atalian’s interests. 

3.5  Public disclosure of a concern 

In exceptional circumstances, a reporting person may publicly disclose information, for example 
through the media or a civil society organisation. 
 
Public disclosure is permitted only under the conditions set out in applicable law, for example where: 

• no appropriate follow-up has been given in response to a previous report; or 

• there is an immediate or serious danger to the public interest. 
 
Protection in the case of public disclosure applies only if the reporting person acts in good faith and 
complies with the applicable legal conditions. 
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4. Assessment and management of the concern 

Any concern received under this policy is handled with rigor, impartiality, proportionality and 
confidentiality. 

4.1  Processing timelines 

Processing is organised according to the following steps: 

 

These steps are time-bound, with the maximum deadlines defined below: 

Step 
 

Maximum timeframe 
 

Comment 
 

Acknowledgement 
of receipt 
 

7 working days 
 

This means that the report has been received. It 
does not constitute an assessment or judgement 
of the content of the report. 

Initial assessment 
 

15 working days after 
acknowledgement of 
receipt 
 

An assessment is carried out to determine 
whether the report falls within the scope of the 
whistleblowing policy. Based on this assessment, 
the appropriate follow-up steps are determined. 
Where necessary, the reporting person may be 
requested to provide additional information. 

Closing of the 
investigation 
 

3 months after 
acknowledgement of 
receipt 
 

Atalian aims to complete investigations within 
three (3) months. In the case of complex 
investigations, this period may be longer. In such 
cases, the whistleblower will be informed within 
three (3) months of the progress and provided with 
a brief explanation. 
 

Case closure 
 

As soon as possible 
 

Written information to the whistleblower 
 

4.2  Validity conditions for a concern as an alert 

A concern is assessed in order to determine whether and how it will be handled within the 
whistleblowing system. 
 
As part of this initial assessment, the following elements are taken into account: 

1. Status of the author: the report was made in good faith and on reasonable grounds; 

2. Nature of the reported facts: the reported facts fall within the scope of this policy; 

1. Minimum level of detail: the report contains sufficiently information to allow an initial analysis; 

3. Absence of legal exclusions: the report does not relate to information excluded from reporting 
under applicable law. 

 
If the information provided is insufficient to allow an assessment, additional details may be requested 
from the person making the report, where it is possible to contact them. 
 

Report
Confirmation 

of receipt
Initial 

assessment
Investigation Decision Closing
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Following this assessment, a concern may be considered not to fall within the scope of the 
whistleblowing system, in particular where it is manifestly out of scope, where insufficient information is 
available despite a request for clarification, or where the report constitutes misuse of the reporting 
system by being deliberately false or submitted solely with the intention of causing harm. 
 
The procedural qualification of a concern as not falling within the scope of the whistleblowing system 
does not, in itself, affect the legal protection of the reporting person, provided that the report was 
made in good faith and on reasonable grounds. 
 
Where a concern is not handled further within the whistleblowing system, the author is informed, as far 
as possible, that the file has been closed or redirected to the appropriate department. 

4.3  Governance for alert management  

Each concern that is handled within the whistleblowing system is assigned to an Alert Manager, 
responsible for managing if end-to-end. They: 

• ensures that the principles of the system are applied; 

• ensures decisions and actions are traceable, in particular regarding the investigation, and the 
decisions taken, including disciplinary and remediation measures; 

• coordinate internal and/or external contributors where appropriate; 

• immediately withdraw in the event of a real, apparent or potential conflict of interest. 
 
In particular, the Alert Manager ensures that the criticality of the alert is assessed, based in particular 
on the following criteria: 

• potential seriousness of the reported facts; 

• urgency of the situation; 

• risk of destruction of evidence or collusion; 

• case sensitivity, in particular where a senior executive is involved, where there is media risk, or 
where there is a conflict of interest. 

 
This assessment determines: 

• whether protective measures are appropriate; 

• whether an internal investigation is needed and, if so, how it should be conducted to ensure 
the principles of the system (impartiality, confidentiality, no retaliation and proportionality), 
including whether to involve an external party; 

• the appropriate level of follow-up by the competent bodies. 

• For sensitive, high or critical cases, the concern must be brought to the attention of the 
Whistleblowing Committee (CAP – Professional Alerts Monitoring Committee) which decides, in 
particular the resources, protective measures, possible outsourcing of all or part of the 
investigation, and the main processing orientations. 

4.4  Internal investigation 

When it is decided, the internal investigation aims, while respecting the rights of the persons 
concerned, to determine whether the reported facts are confirmed. 
 
The investigation is conducted in a careful, impartial, and proportionate manner and may include, in 
particular: 

• interviews; 

• a documentary review, including professional email mailboxes and correspondence; 

• collection of relevant information and data; 

• accounting or operational checks; 

• involvement of internal or external specialists. 
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The investigator, who may be different from the Alert Manager, conducts the investigation in 
accordance with their mandate, in compliance with the principles of the system and with personal data 
protection requirements. 
 
Persons interviewed as part of the investigation are informed, as required by the needs of the 
investigation, of the reasons for their involvement and the rules applicable to the process. This 
information may be deferred where immediate information would create a risk of destruction of 
evidence, pressure on witnesses, or compromise of the checks. 
 
Atalian may, where necessary, implement proportionate protective or precautionary measures, in 
particular to prevent a risk of retaliation, preserve evidence, protect individuals, or secure operations. 

4.5  Closing the investigation and individual and collective actions 

At the end of the investigation, several outcomes are possible: 

• Founded misconduct; 

• Unfounded misconduct; 

• Findings not conclusive. 
 
Where the facts are confirmed, Atalian may implement any appropriate measures, in particular: 

• disciplinary measures, in compliance with applicable law; 

• organisational corrective actions; 

• remediation actions; 

• strengthening of controls and/or launching an audit; 

• training or awareness actions; 

• coaching measures and development plans; 

• reporting to the competent authorities, including, where appropriate, filing a criminal 
complaint. 

 
Atalian prohibits any form of retaliation against a person who has made a report in good faith and on 
reasonable grounds, or who has contributed to its handling under the conditions provided by law, 
regardless of the outcome of the investigation. 
 
If, during the investigation, it is demonstrated objectively and unequivocally that the alert was made 
in bad faith (intent to harm or with knowledge that the facts were materially inaccurate), its author may 
be subject to disciplinary measures and, where applicable, legal action. 

4.6  Data retention 

The retention periods for data relating to the report are specified in Annex 1. 

4.7  Preventing conflicts of interest 

Any person involved in receiving, assessing, managing, investigating, deciding on, or following up on a 
report must act with impartiality, independence, and objectivity. 
 
No person may take part in handling a report when they: 

• are named in the report; 

• have a direct reporting line with the person named or with the author of the report, such as to 
compromise their impartiality; 

• have a personal, financial, professional or relational interest in the case; 

• have already taken a position on the facts under conditions incompatible with a neutral review; 

• are, more broadly, in a situation of real, apparent or potential conflict of interest. 
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Any person who identifies such a situation must inform the Group Compliance department without 
delay and immediately withdraw from handling the case. 
 
The existence of a conflict of interest with respect to persons involved in the handling of a report does 
not affect the legal protection of the reporting person and must not hinder the careful, independent 
and timely handling of the report. 
 
When a concern implies: 

• a member of the Executive Committee (COMEX), France CODIR or International CODIR; 

• a member of the Compliance, Legal or HR function, or any other function likely to be involved in 
the case; 

• or presents a high level of sensitivity, seriousness or reputational risk, 
the case is subject to enhanced escalation and may be entrusted, in whole or in part, to an external 
party providing the required guarantees of independence and confidentiality. 

4.8  Support and complaints 

A reporting person may contact the Dutch Whistleblowers Authority (Huis voor Klokkenluiders) in case 
of questions, concerns regarding the follow-up of a report, or in the event of retaliation. The Dutch 
Whistleblowers Authority may provide advice, offer support, or initiate an investigation where there are 
grounds to do so. Further information is provided in Annex 2. 

5. Right to information 

To ensure compliant, transparent and balanced handling, Atalian recognises information rights 
tailored to the different categories of persons concerned, while respecting confidentiality and privacy. 

5.1 Author of the report 

The author of the report is informed, as far as possible: 

• that the report has been received; 

• about the progress of the handling of the report and, where appropriate, the planned or 
implemented follow-up actions, no later than three (3) months after the acknowledgment of 
receipt; 

• of the closure of the case, when possible. 
 
For reasons of confidentiality, personal data protection and respect for the rights of the persons 
concerned, Atalian does not communicate the processing details, the evidence collected, or the full 
detail of the conclusions. 

5.2 Persons named and other persons concerned 

Persons who are named in a report, as well as other persons whose personal data are processed in 
connection with the handling of a report (such as witnesses or other persons concerned), are informed 
of such processing as soon as possible, unless providing such information is likely to compromise the 
checks or the investigation, or lead to the destruction of evidence. In that case, the provision of 
information is deferred until the risk has disappeared. 
 
Subject to the legal limitations applicable in an investigation context, these persons have the rights 
provided for by personal data protection regulations, as specified in Annex 1. 

 

 

 

mailto:Compliance.group@atalianworld.com
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5.3 Management and other parties involved 

Management is informed only of the elements strictly necessary to implement precautionary, 
disciplinary, corrective or organisational measures, and only where management itself is not the 
subject of the report. Management may be involved only where an operational need is identified by 
the Case Supervisor or the Whistleblowing Committee (CAP). 
 
Any information provided as part of a report is strictly limited to those authorised to access it for the 
purposes of processing the case. Any unauthorised disclosure of such information may subject the 
person concerned to appropriate sanctions. 
 
Management is involved only when operationally necessary and strictly on a “need-to-know” basis. A 
person who is the subject of a report may not be involved in its assessment, handling, or in any 
decision-making following the conclusion of the investigation. 
 
The involvement of management or other parties must not in any way reduce the legal protection 
afforded to the reporting person, nor hinder the careful, independent and timely handling of the report. 

6. Controls and audits 

Monitoring compliance with this policy is incorporated into the internal control plan. An internal or 
external audit may also be conducted to ensure the effectiveness of the system.   
 
These controls and audits are conducted in compliance with the requirements relating to 
confidentiality, personal data protection and the protection of the reporting person. A control or audit 
must never affect the independence of the handling of a report or interfere with the careful processing 
of reports. 

7. Sanctions 

Any intentional breach of this whistleblowing policy or of the obligations set out therein may result in 
disciplinary measures, in accordance with applicable law and internal procedures. Sanctions may be 
applied only where it is clearly and demonstrably established that the report constituted misuse of the 
whistleblowing system or was made in bad faith. 

7.1 Protection against retaliation 

Under no circumstances may a person be sanctioned or subjected to retaliation because they have 
made a report in good faith or have contributed to the handling of a report. This protection applies at 
all times, including where the reported facts ultimately prove to be inaccurate or cannot be 
substantiated. 
 
Where a reporting person suffers any disadvantage following the making of a report, the law provides 
for additional protection. In such cases, Atalian must be able to demonstrate that the disadvantage 
bears no connection to the report. This protection applies provided the report was made in good faith 
and on reasonable grounds. 
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Annex 1 : Processing of personal data by the 
whistleblowing system 

As a data controller, the Atalian Group may be required to process personal data in connection with 
the handling of reports received through one of the channels described in this policy, as well as in the 
context of any internal investigations conducted thereafter. 
 
Such processing is carried out in order to comply with applicable whistleblowing legislation (including, 
as applicable, the Sapin II law and, for the Netherlands, the Dutch Whistleblowers Protection Act), as 
well as on the basis of Atalian Group’s legal obligations and legitimate interests within the meaning of 
applicable data protection regulations. 
 
The processing is carried out in order to: 

• collect and handle whistleblowing reports as defined by applicable laws and regulations and 
this policy; 

• carry out the necessary checks, investigations and analyses; 

• decide on the appropriate follow-up to be given to the report; 

• ensure the protection of the persons concerned; 

• exercise or defend legal claims. 
 
Persons whose personal data are collected directly or indirectly in connection with the handling of a 
report are informed of the processing of their data as soon as possible, unless providing such 
information would entail a risk of destruction or alteration of evidence. In such cases, the provision of 
information is deferred until the risk has disappeared. 
 
The processing of special categories of personal data revealing racial or ethnic origin, political 
opinions, religious or philosophical beliefs, trade-union membership, data concerning health, sex life or 
sexual orientation, or biometric data may take place in the context of the handling of a report, strictly 
where necessary and in compliance with applicable legal exceptions, and in accordance with the 
principles of data minimisation, proportionality and relevance. 
 
Only persons authorised to handle the report and to verify the alleged facts have access to the 
personal data collected directly or indirectly. 
 
Personal data processed in connection with a report are retained only for as long as necessary for the 
handling of the report, compliance with legal obligations, the protection of the reporting person or 
other persons concerned, or the handling of any follow-up procedures. 
 
Where a report, following an initial assessment, is not handled further within the whistleblowing system, 
or where an internal investigation concludes that the alleged facts are not established or cannot be 
verified, the personal data collected are, in principle, deleted no later than six (6) months after 
completion of the relevant phase, unless a longer retention period is justified. 
 
Where the internal investigation has established the materiality of the alleged facts and judicial or 
disciplinary action is envisaged, the collected and processed personal data are retained in an 
intermediate archive for the duration of the applicable limitation periods relating to such actions and 
any remedies. 
 
Persons whose personal data have been collected in the context of the handling of a report have the 
right to access, rectification, restriction or erasure of their data, in accordance with applicable data 
protection laws. These rights may be exercised by contacting the Atalian Group’s Data Protection 
Officer at dpo@atalianworld.com. 

  

mailto:dpo@atalianworld.com
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Annex 2 : External reporting channels for whistleblowers 

Dutch Whistleblowers Authority (Huis voor Klokkenluiders) 
Independent authority providing advice and conducting investigations into suspected wrongdoing. 

• Website: https://www.huisvoorklokkenluiders.nl 
 
ACM (Authority for Consumers and Markets) 
For reports relating to competition law, consumer protection, telecommunications and energy. 

• Website: https://www.acm.nl 
 
AFM (Netherlands Authority for the Financial Markets) 
For reports concerning financial markets, investments and misleading practices. 

• Website: https://www.afm.nl 
 
Dutch Data Protection Authority (Autoriteit Persoonsgegevens – AP) 
For reports concerning violations of privacy or the General Data Protection Regulation (GDPR). 

• Website: https://autoriteitpersoonsgegevens.nl 
 
De Nederlandsche Bank (DNB) 
For reports relating to supervision of banks and financial institutions. 

• Website: https://www.dnb.nl 
 
Health and Youth Care Inspectorate (Inspectie Gezondheidszorg en Jeugd – IGJ) 
For reports relating to healthcare, youth care and medical safety. 

• Website: https://www.igj.nl 
 
Dutch Healthcare Authority (Nederlandse Zorgautoriteit – NZa) 
For reports concerning healthcare markets, tariffs and accessibility. 

• Website: https://www.nza.nl 
 
Authority for Nuclear Safety and Radiation Protection (ANVS) 
For reports relating to nuclear energy and radiation protection. 

• Website: https://www.anvs.nl 
 

 

https://www.huisvoorklokkenluiders.nl/
https://www.acm.nl/
https://www.afm.nl/
https://autoriteitpersoonsgegevens.nl/
https://www.dnb.nl/
https://www.igj.nl/
https://www.nza.nl/
https://www.anvs.nl/

